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Abstract of JP 2001230768 (A) 

PROBLEM TO BE SOLVED: To provide an 
information transaction system and an information 
transaction method, which enable contents to be 
used without conducting a settlement by online. 
SOLUTION: A contents use right identification card 
corresponding to ciphered contents is soled to a 
user. The user transmits data recorded in the 
content use right identification card to a contents 
use right management center. The contents use 
right management center identifies the contents and 
the card based on data of the received contents use 
right identification card, ciphers a contents key for 
contents decoding by a session key, for example, 
and transmits it to the user. The contents use right 
identification card sold to the user can be set so that 
it can be reprinted and transferred between the 
users. Thus, the contents key can be transmitted 
from the contents use right management center for 
plural times. 
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-mmmmzts^x . striBn v^^^fflwasi^s 
yy f (ffl*ff»- * o&Ko**t £ s«j£t& 

[0 0 3 9] 3$4>fc, ^SMBOflHKBXOgiS^X^Aco 

— satiBKfcits v^-c s MIB3 y^yvmrnmrnm^m 

«, H-riB^-ifSISfcOfflSISaBCT^IIfTLT, ISfiE 



[0040] S&t. *^BJ(7)tf|gIR0?l#^XxACO 

ii. miBi— r«stwu-ci^t-r-i.=7V7 i v i yitS:iit 

[0041] ^fS^OMRO^I^XfAO 

(±. mz3--~fmmzttLxm.m~t& ^ y^yvrnzm 
lei— r«s t comummmmz^t-tt * >y ^ 3 y 
mzm^xm^itLXTmt&ffitfcxfo&zbzmib 

[0042] § l>sz, *micom2cmmi3.. ay^y 

*ryv*WMhx, mimitzyf-yvzm^Lxmm 
i-&3-~?wmb. mM^-^mmzmm^m-frLx 
«tt$*u mismit^y^yycom^mcoay^yy 

&z\k%:<*y7-<{yT3--iri l zm&Zti&3y7-yv 
mmmfflw*- h*»6h# l-c «re3.-irwBj&»& mib 

T . hiIBj— TDSS^ ^>^« Uc 3 y^vy f ijffiflaKSg 
f-^ti^^lln y-r yycoW5-*l$&:-3 yfyv 
m mmm^mir Lxtm^-rmnzmm-^x 
rvTk. z^&zkzmmkrmmmK>3\*-%m 

[0043]$ /otc. *^Bjott wr 0 5i# jjmn-m 
tmmiz&^x, msM^^yfyv^-^zwsk 
a y?-yvy°v'U y&Mi*)--\zX7'w y 

k**h. 

[0044]$ huz. *mxm mssi *)3\*-?mr>-9t 
mmmzm^x. tuiBa yy-yvmwimmti- nz, 
E»s<uti9iB3 yvmmmmw-fwmfrh 
ffimTZ%^£oi / z7-?£BLfzwm:'ffi.mz : £&z\ 
k^mmk-th. 

tmmiz&^X. H5IB3 yf v<yfijffl*i^ij^- h'{4. 

la^stL^MiEn yf ^yf ijfflffiiis'jf 1 -^ 

^ «t 3 fcX 5 -y * - H JB#C* S £ k It 

rnkk-tz. 

1 0 0 4 6 ] $ 6tc. *56ffi<?5flif8jR 0 51 # -mfro-m 
Hfflwwcfewr s tuianyf >-yfiJfflSii^'J^- 
w^fba yfyy Srt&*i*i l^^< t ^ r tcR« lt , jl- 

[ 0 0 4 7 ] § *hbhow#jr o 9i« ^mo-m 
mmmiz^x. tm^y^y^mmwm^mit. m 
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ten yr>vmmmm$w- vvw&t& a yf-yvn 
Wt-*. &zxfm& yT-yvmmmmu- 
-YWfflf-****. m&y^yvw&i&&=m 
t* , mix--vfr vtz 3 y^yvmmmmw- 
fhzm^x. ftfe^y : ryv<?)U J 5m<7)-3y j ryvM 

LX luIBi— ?mmzttLxmm-f& £ i: 

ss^«^i3v^T. mitty^yvmmmmmz-mii. m 
~<7)a y^yvmrnmrnw- vtzsmziiKm-coa 
y^yvmmwmw-fizm^x. mm. m-n 

ayr-yym£i8-&L. mflB-r-^-xC ay?-y 

vmmmmw- Fftoa y"ryvm&i&¥f®®mzm. 

[ 0 0 4 9 ] $ 

t*$ v s mrfsa y*r y*rt nmmmw - h j±, 

[ 0 0 5 0 ] S *«W«0flBBK"5giS^rffi^-ll 

nay^mnwmmiimthzbit'mLt-t 

[ 0 0 5 1 3 $ fete, ^WOflBBROgiS^rffi^-H 
r-^-xte. mriB3^>~yfra«f?TO-F« 

[ 0 0 5 2 3 § 6fc. *^0J^tWg|XO 
JMWHcaiivt, MB3>x^y^Jffl«i«a#S{i. ffi 

<of ijffl \m&**?yh-r&kti> nznm wmtjG tti# 
a— mzm-mmzi&M-f&zt*:ftW[b-?&. 

[0 0 5 3 3 Sfefc. ^BJ^1f#5X05l#^S^-H 
MdBtt fc tJ v . MIE3 >»y3M»«HPB*S<0 M IE 

m^y^yymmmmu- b» 

3.-- rwsmw-tttL, mz^y^yymmws 
mz3--*rm%mm7 s - 9 ts^v ^x , ay 

[ 0 0 5 4 3 § fete. *fHB<OflWBK0g[*arS^-ll 

E3.—rm&ip t> s« ttz a ^-r ifflwawof - * 
tfco^-x >y ?T-?<vmtmwt:m¥TLxayTyvm 



[00 5 5] S6(C, *»HBiOflr«lR05l*^rffi«-|l 
IE.x~ f$l#§tOffl5f&fiE®iI£lifi : LT. MEWSi 

[00 563 S&K, ^BJotffgKoai^^r^-H 

m^-^mmzft Lxmm-z a y?yym*m*Ht.L 
xmm-hzkzmtt-t&. 
[0057] *^Bjc7)-tt mi k> 5i § irmco-m 

Ea.— raster triM«^-s a yfyy«sni&L- 

[0 0 58] $^>t, *^BJOH30ffiltBii. r2^x>- 

ryy&mLx* %m^itayy-yvzm.^-Lxmm 

frlE^yb-A-^ • 7o/?Ali. ^"7^>f yti- f 

mm^&zit txmza y^y^mmwrn^mzmm 
tixfvri, miayr-yymmmwm^m^S: 

[0059] *^c0^3«iH!lffi^^rn^5Ailtt 
jBSfWi. CD^>FD. MO. DVD^^fBtl 

[0060] i<o«td*rn^5Aiifla««ctt, ^ 
tcot-fcs. atsmar, wm&mfeZftLx-ayv* 

■ ro^A^rjyb-A-^ - yXfAW^h 
BiWfflWWSft, *^offec7)ffliHi:|5l«c7)^ffl 

[0061] *sffiB<o« i>izM(0Bm. mL^mt. 
imt&*mi<nmmm i mttt&mmizm~3< x m 
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[0062] 

immm m2iz^mcommxR*)m^^x^iz^m 
&fl§m7"n-y?is£^-r 0 t-^35M^S(4. lEiiB* 

213 0 0 tteiSr^W X400t &±H«j£S*fc-*- 

[0063] KJKFf±il3 0 0(4. «*.tfrt— y-Jvl/ • 
3>-b° ? (PC : Personal Computer) „ #>!>Ut4 
y-A«gftJ:oTfl!)S§^. IEfiB£#s3 0 0 
(4. H2fcjStf-J: dfc. SHH*S3 0 ottJftiflrf- 

M»£l*ffr4IM»»3 0 1 . Bg#»£J&§:lrJ&fa#i 

t'UX4 0 0 kWBSm&mf Lf-^(^f# £ 
^TdlB^TV^^^VfD— 73 0 3. DVD&ifO.* 
fV750 0 kfe-^-^WKAfflLtfi 3K 

^bx o gp 3 o 4 , t x- ?<m&m o mmm 3 
0 5&w-rs. 

[0064] !e»f?£S3 0 o(4. sums 3 o i mm 

^yo-K ia#§rf^X4 0 Ofr^CQxyr-yVy 1 ' 
-*B££Hfr$-5. 1211x^x4 0 0(4. 

«3 o ot*f ltj? * L<i±mmftm%immfo. mi 

(f^y^-K^TCM. E E PROM, 79<jr5oL.X 

J: ot« f&Ztl&KB**: V 4 0 2 Z^frtZ . 
[0065] f£$§S£i§3 0 0(4. 0 2 OSiffit^-f IB 
tttttt* DVD. CD. FD. HDDtCtStt^iUtny 
T-^y-r-^SA^TOSr-f >^7x-Xt LXCDWifr 
BX9SG3 04. >f y^— *y r-3P<7)**y h?— ?*»6E 

fcl/C<03Ha»3 0 5£irU JMHfrfca^yytA 

[0066] fe#£W£fs3 0 0(4. Bff?*!i&ffi3 0 2 £ 
*t. a^9«3 0 4ifc«3IfI»3 0 5£4rbT*r 

^^ie«rv^x4oo/6^s^. seff^-*R«Bwa 

9&mf*&. Bf^-»igP3 0 2(4. B§#&tagB3 o 2 

tc^a^siifcrtaw^u 307. Bt-t-f^a. 

•ft^a. BaEffl^x-^Oififc • USE. 
£?T d B#*/«*fl35 3 0 8 *LT V ^ . 
[0067] $!JfPgP3 0 1 (4. <yUJ4. IB$iB£#ff 3 0 

o tmi&»3 o 5 zftLxmmztitz? yryvmrntg 
a-fe y ? < m 3 ja-peiffiB ) t ag^aasB 302 

Tj^ftsixi 3 yx^yii^Bi-wigB 302 ttj jt* 



«^^(3&(t&tt^iij«. s mcisstW;^ 0 0 

i/cbihw x 4 0 0 izwmt&^zmm Ltz k> . * 
&M4. £its±SBf-f-«MSi53 0 2<m%/<m*m 

3 0 8 fcESr^ XBfr9*Kl*4 0 1 cr>mTfihtl& 

mm, &mm£iz&ii&wft*mzft%:o . 

[0068] Bf^-3yi^gP3 0 2(4. WkBoJ: a (cf&IEM 

a. b&#mi. sfet^-^^wsEWsa 
m^mf-thmmx-h o , iis^«si*j«w» 3 0 6 . a 
aw ^ u 3 0 7 . vm/mrrim 3 0 s sr^rrs . 

[0069] fmwmfflffl® 3 0 6 (4. IEi§3±&3 0 

0 tts^xmrtstn mmm. m^it/u^wmm 
cQm^m£&&£ffl^z>fflfflzmrrt&fflmmx*b *) . 

toffisigiEMa. ta#p?£SS3 0 0 hianxvsw x4 
0 0 bnfSTmffzti&ismmEtimcofflm. Mmm^ 
^Bt^^agB3 0 2<r>m^/®&ttM3 0 stctjv^ 
fi : §n.i.=s-a^a. «itr^ya-i«. jb*v^in^ 

[0070] P^^^U307{4. E#FS£»3 0 0fc: 

x-^(4. ay^ryymm'gm-ty? (H3JJITTK 

[007 1] Bfr*/«-*fl:»3 0 8(4. rtgP^^rU 3 0 
7W®W§n^it7 f -^^&ffiffltT. 
tt-^n^T-y^T-*-^ *E«r^ ^4 0 0 t/^yo 
- H«BST 4K, foh \-ymmr>M X4 0 0 fctSiWS 
SrieHx^W X4 0 0 *»4>B£. 

^r&iMigiiBaa. nf-s§«a. ti^tMa. t- 
[0072] zzx\ §mn±%v§^wm®3 02^ 

gP^^E'J 3 0 7(4. HS#«*if«WS^I«*fiWLT 
v^JtA. 3Wfj&»^jEfc:K*aj t(c< v^flBifc LTfc 
<jfi«3& t *4. ^^>T. Bf#«iaa53 0 2(4. i«B*>4> 

r^-tx t c < ^m&*ft-itz*mfai- «y muss 

m^^jEnzr—rnrnfrm LwmL^m^^-tm 
? >wt v t Lxmmztiz . 
[0073] immL$*3 0 0(4. ztLbnvsw&m 
ffinmz, tpxmmmmm >cpu : central 

Processing Unit) 10 6. RAM (Random Access Mem 
ory) 10 7. ROM(Read Only Memory) 1 08. AV 
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mmffii o 9. A^y^7x-^i 10, pio(a- 

5WH/0>fy?7j:-X) 111, SIO(y'J7 
;H/0>f^7i-X) 1 1 2£tf!.*.T^S. 
[0074] tp&mM-immW >C P U : Centra 
1 Processing Unit) 106. RAM (Random Access M 
emory) 10 7. ROM (Read Only Memory) 1 0 8(4. 

mm±$s3 o o^commmt Lxmm-tm^x 
h k> . ±t Lxmmmtk&Binmmm o 2Tii-^§ti. 
tz?-?nmL*mft^m>kwmb Lxmrn-tz. 

mnf^mmmmm. (^^fyCPU: Central Proc 
essing Unit) 1 0 6(4. $UfPg|53 0 1 cr>%m<?)i>b tZ 

-^SrAVMaSPi o ^ajTrr^ ayf^v^S 

[00 7 5] RAMI 0 7(4. CPU1 0 6(Cfcftl.«- 

aMaffl<7)±iBit^^yi:LTffiffl§a. ^-fycpu 

1 0 6 K i *«Bl<^Sft^)ft*«Wfc LTffiffl§ixS . 
ROM1 0 811 /^fyCPUl 0 6-Cei6§tlSOS 

[0076] AVimU 1 0 9(4. J«fcW(C(4. Witf 
MPEG2f3-/, ATRACf3~^> MP 3x3 

[oo77]A^-fy^7i-xi i ott. s»3*ifc 

a^ATlx-?*^ yCPUl 0 6ta3#T4. ^ 
>fyCPU106ll WiKHtf A7*0^5 A 

[0078] PIO (y^^I/O-f y?7x-X) 
111, S I O (y0r/H/O-{^7i-X) 1 1 
2(4, ^'Jtf-K. ^A^-bU vS^fcOEWH 

[0079] ifc, ^^fyCPUl 0 6(4. M^Jfllfi 1 

namnmzii, sBttx*-**tw»»3 o 1 fcUEsau 
sutani^p 3 o i iMmzmKTvm-mmB3 o 2(^-7 

ifA'-fx4 o o tcfg*frr& . 
[0080] iBiSr^w x4ooii »*t< im$m 
4^300 izttLxmM*in%smmfoX'h o . mar 

^^-PfcioTWtSW. IBil7 : >^X4 0 0 
lZV%^%m.M4 0 1 . ^hSB^ J E'J4 0 2 . 
[0081] IBSixV^ XHfWiSM 0111, ££?? 
4S3 0 O^^onyf yyf-^^yn-K, t 
tilXSMrf'W 0 0*w5>Se8S*fe»3 0 0^tfD3> 



xy^x-^oS^ram^t^ftS IB»S£S§3 o o 
fcaa^^X4 0 0IH^5J8IB8Bl, nHHbffla, 

arc* o . ibhs^si 300 <m*mmt mm. mm 

'J40 2(i, mi&Lt: idtc, WitfEEPROM, 7 
«ft-p# RAM&ifC: <fc oT$D££ft.3 y^fyVir 
[0082] y-^7o/5A, ^fiftr"— *\ B»T— 

HfHHfcLT, CD, DVD^f^r, &4V*li*-y 
h7-?^^Ua-f(«to. ££(;:. CD, D 

(4. 3 yf y ^ Wfflg£fEW- S WSlFFfcKA Ufc#- 
H (JSTF, ^yx^^fiJfflaHIS'J^-F) £*hSS*>£>(4 

[0 08 3] *7h7-?^LT3yfy7^ 

EALfctf- H, ^^*>3y x >-yf'Jffl*i^iJ^-F 
{4. :*y^yTlX , 93l#lM>£.!: : S:<. *75^y, 
LT 3 yfy7f iJffllWWSitor- H 
3 y y-y »j t imtzwmt h . - w«^-tc*j v ">T 
tny-ryyflfflWKSO*- K(4. *MStt»6fcH«9FC* 

[0 084] H3(£. J--if'S*fcs nyfyyT'OA" 
-f^t. 3yxy > yfiJfflft'i ; a-iry^K(cfcv^-c^T$ 
it^3yxy > yi:. 3yxy > y*iJffl*ilg'J^-Hi:. 3 
yf-yvmrnm (wmt Lxmmztiz 3 y^y>y 

ft) <DSBBKII*SKB"f*EI&*-t. 
[0 08 5 ] H3K:fiV^T, a— if (i-ifffl*) 6 0 

jl— ifSS*6 0 1 (4, JL-if'HAWBtWr^^N'-V 
twyKa-^, y-AMfflk ^Sv^(4f?. nyf- 

[0086] ^fif*, y-A7o/5Af, #«3 

yxy^fOfflLft^-im. ^--ifss*6 o 1 *w 

fflLT. 3yfy7/nA'^6 0 2, 6 0 3, 6 04 

*vh7-7 6 07*jri.xm^-it%tLtzziy-f 

yy<7)KfI£^Wc 0 . |)oVWf-(76 0 6^L 

tayfyyu^n. ^fet. 3y x y > yJlA# 
t4. nyfyy^cffttn y^yyf iiffl«i^ij^7 
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[0087] ay^yvmmwmw- H4, 3--if 

I Eii S ixfc # - F T$> & « iwayfy »y fffflttMSH^ 
-K(4, Bf-f-^rJ^xV-ycOlE^-h^DVD, CD 

*yliffi«o*ai±, fcfui LT a y^y-yf qmmSSM* - H 

? 5 >y -r5£<0#- H LTiHH** V ^(4flR5^r 

[0088] vfemtziy^yy 2r a.— *flc8WW«> 3 y 
fy77nAMr602, 6 0 3, 6 0 4(4, 3y^y 

vmmmmw- v^-^izm-i^mzm tr 3 y 
r-yvmmm&zm&^&ffif&t-t&zkx\ a--** 

£><d* y 5 >f y fc i iffl&flSJRtfflK 0 51 § £ WT* i 
i: S . 3r£ , 3 y^y 7f PH *fiS'J#- h'tf) jl- 

je tJt*r«^iE^(i , 3 y-r yy r n 
ny-fy'yf'Jfflll^a-fey^. ^h^zay^-y 

[0089] 3y^y>yfijffl«f$B'J#- F(cE8SftS 
IWMt-*oW*BI4 H4t^-rJ;o^, fggij 

f-^w4, mmnmt^h 3 y^yy *mw& 3 y 
xyySK'fP (id)l 5/yr;t«f, *f*&jWE 

»§*iTv*4. 3y^y>y«S!FF (ID) fcfcr— f #3 

itLXA^Lfcmm^m^yT-yvzmrr&T-? 

ttwwcft 0 . «^<03 yT-yvmmmmux- h * 

<7)f raa^iw s#R(f 3 y^y ^yf ijffl^-fe y ? 6 
0 5 (H3#S5) 0)fg«tJ:-5t. 3 y^fyy I d , 

y u r ;u#^-t=*r t r ^j&s tutwfe-r- ? t& 9 , 3 

jds*ltv^. m^&(4, 3 y x y *yf OTfiiSSBOtf- 
i* tatr* iz\$mm$hwmzz. ~> xftfrtth . &t>, 
m4xa. mm&z^yryvmmmmw- h tie 

i§$*l&xx-y?x-:?fcLTfiOTLT^.g>#, 

[0 0 9 0] 03ICHO. 3.— 9^B*fc. nyfyyy 
nA-f ri: , 3 yxyyfra«^*y ^rati^-cii 



tr§ix& 3 y^y^y t , 3 y^y ^yf iJfflftliS'J^- h 
is, 3 y^y>yf ijfflS coaSBi^SScoUiBB^igg 
(t&. 

[009 1] ^3^75:^x^76 0 6£?t(4 
*-y h>7-? 6 0 7 fe^fCS« Usa.-lf ( jl— !fSg 
*) 60 1(1 04t*IPJ!L£T-?«j££J$-?3yf- 
yyfllffl«f88!l#- H ^f^7 6 0 6 CflHirT, 
vOTJ/P- hTj«A, 

[00923 3y x y > yfiJffl*iJS'J^ - y -zmx. %m 
tfci-if 6oiii, 3 y^y^f Wft^'J^?- K fcie 

4»flWcSii SMBIr - 2? * 3 yfyyflitfUr y ^ 
6 0 5»7 hV-^ 6 0 7^^tTjMmi-^. 

[0093] 3yf-y > yfJfflsea-fey^ 6 o 5(4, ^ 
fr^f^3 yxyyWfflHiiWWr - KfcBWiflWBtf 
-^^-^ fe J: 01PS LT 0 , f0R(4>ll T;k#-^-C" 
i^'J^ix^ 3 y^y 7W8HIBW- K (cWJW* 3 y 

cOx-^Sr^atTV^. ay'ryyfiJfflWMI-fey^ 

6 0 5(4, 3.--ffrt>&MLtty'ryvmmmmsw 
- KK32«SixJt , 3 yfyy id, ^ u t/u#<^ * 

*WJ£U $^(c, 3yxy^*^'Jt, 4fc. "TT't 

[0 0 94] iix^>#«^f-x-y ^cof^, nyfy^i 
ffi»wa-fe y ? 6 o 5 tfj.-mzft lx 3 y r-y^yf iJffl 
tt^is : m-r-si:wst^^{4, ^-x'(c*hri>m-syit 

Oy-ry-y^Oii^Srfi 1 ^^. 5rfc, nyfy7i(0 
^ LTiMftf S i t tm* L < , (f i-lfJfJfci: tf> 
«&«®LJti— T(4, t/cBf fftayf 

yyn^-fe -y ^ 3 ymxim tx.m^Ltz^ y^-yv 
mm^xtmi£3y7-yv<?m^>mzmnvx. 3 

[0095] ayfy -yfijffl'fa-fey^ 6 0 5>Wf & 
3 yxy^yfiJffl*^^- HfcH-rs-r-^^-x^H 
5csrr. f-^^-xnii mmttm.tK&^y'ry 
yzmisi-z^yr-yvmii? < 1 d> >, s^ut;p# 

^, fijffl* (ft**) ^IRsEHIiSc, fiJfflffi^WA^tf 

«s ^ffi^fflf^* s -^*n-g.. ayfy7isff ( 1 

D) >, ^UT/U*9«, *fi*<3H4fcfcvvcSKHUS 
3 y-r y y flffllMKM* - H ^f- ^ Jc«je?^&7*- 
f'Jfflffi («#«> ^IK3B0iS[(4, aST^fe 
t=SffiW-4 3tP\ 1 OCT) 3 y x y y f flfflffi^SW- H SrS 

(c -ecom^^ien LtiiiCoxh h . «A^-tf$B(4, fi 
(4, y y r;u##(c*fje^i) 3 y x yyf rottts»- 
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[oo96] m5 iz^k-tMizti^xit. ■ay'rwnm 

[00 9 7] Hetc^BJOtWBJXD^I^^Xx^Srffi 

if 9ooii m^m 2 -tspji t/iienB^ 3 o 

S . f EIP?£fl 3 0 0 cr>&ffi&mmiZ-3 V»Tfis H2iC 

[0098] 06 fcfcivt , ay^y'yfflffllWPH-fey 
^ 7 0 0(4. jl— «f SB* 9 0 0 tmmimtt 

jimgP7 o 3. iiftiiffli$-i-t?i^!swjiw?:iitfr-s.sij 

0 1 . lf#«!«^ft*'B]*Bt^j!ra«957 0 2 , i 

wiwb^i. r? y-ryyjtfcttifrf * =* ^f^«is 

HpccEU 7 0 5*£VOV&. Bff9«Baa57 0 2«. ^ 
— f iw* 9 0 0 i: c7)fflSIISEj!!M, -fe >y a y«*JSW 

[0 0 9 9] 4/i, ayf^yTQ^rsoott, X 
■T4T5 0 0s 4 fcii* >y h V-^coMff #K 6 0 0 

x 8 o 4 . =? yf y i y ou^-M«*|gtf-rsBi#^gl5 

8 0 2, jl— tfSg*i: C0jffifl£*irf SilfIgP8 0 3 . 

a^»*-&tra3s^»*iiff^*ai«W8 out 

[0 100] 43t, H6TH ay^yytts-fey? 
fc, a yf yy7n;q saiL^SJ: LTjRL 
Xfo&bK ffimMZW^ft-?tzl^co^&X'3>r- y-y 

£ol,zffitfLtLXi>£\\ 

[oioi] ®6tz^-tmm<,z&\,*xmftzti&&9m 
¥m*<7>mffliz^xmii-&. 4-r. m4xmwLtz 
a yy- yvmmmmto- y^yy* mi&m 
-ty^ 7 o o#3yry > y7°u/N*'r ^"8 o ofrt><o-3y 

^fctf-S-U Sfcfc, fStfr-Bay-ryyfflfflWMW'J* 



t . H4 x-mihiz?—? a y^yymmmm 

-f&rjy^yy. ^RJi'^x-f TfcRWLTa.— ' tffclg 
JbS^tSny-fyyrnysMr^-y r->7-? 

\m)V- h X\ Mz-imfecr>igmizt5^X a yfyya 

[0102] =3ri3, <! itit n yxyyfflffl*HfllH= 

y* 7 o o#3yxyyfiJffl*f$8'J#- 

fciJWW-* ifi. 3 yf yyrn/NM yr-yvmm 

mmM-vzft&Lx. ^Ltzay^yymmmm 
m-FrnmzzyTyvmmwtyfizimu * 
corncob rosfa»¥tt# ^yf y^yf y 9 

7 0 0fcff£*,«j£4: trtiv^ 
[0103] ayxyyWfflWMtB'J^r- FtfXftfcr-* 

=H3Mt«t*;^ci«t* D E s fcfflv vfc«£8WIH-4 . 
=Srfc , 1&m<zi$ we ti, DES^Ci, Ri«^ai 

»a»*j«C*Jtt*«ffli:LT«itrFEAL (Fast E 
ncipherment ALgorithm : NTT) . AES (Advanced 
Encryption Standard : ftBRHHiPPI-f- ) ^Srffl^l, 

[0104] — ^W^DE S &fflV^* ; F»*<04jfctr 

IzV&Lh. tmoMtt ^ -y t-y S 8 am h 
*ffi*=t»«W--6 (J^T. 4MWS<ifc^<y-fe-^*Ml. 
M2. • • • . MNt-TS) . ZLX. WRM (Initia 
1 Value (MT. I Vfcf 4 ) ) fcM 1 SrPWJf&Sft 

•rs (-ecoiies^i i t-rs) . mz, ii^desbi 

^tmzxti. m (JTr\ k i fci-s ) *fflv^«f^ft: 

•rs (aiTj^Eih-rs) . wrc* Eit3j:t>'M2^ 

S^flii^aSJ -eotfi^I2S:DES Hf^ftfflS^A 
^ UK 1 £fflWCBf#*WS ( ffiTJE 2 ) . OT. i 

-^W4^ >yfe— ^'ISSE^-f- (MAC (Message Authen 
tication Code) ) tmXtl. X «yfe— ^COSdSSf-x >y 

M^fc^CBC (Cipher Block Chaining) ^E— H 
|Sl#O^T-MACfi$r^L. Ill— <rMtf%t>1xtZ.M 

[0105] ^wcomm&K)^ ^^Mza^xm 
m%Kz> ^ y^yvmmmmw - mi H4 ^fflv^ 
TBiWtn:«t a fcn y^yy iDty'J r;i^#^'#4 

x. ztibcD?—?. h&\,viztit>(7)7 : —?t / zm~3^ 
xtkf&izfL&r : - ?zm7 izixt d e s m^wmmzx 

[0106] mz. &mam*tt*m^*:9&m4&> 
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EC-DSA ( (Elliptic Curve Digital Signature A 
lgorithm) „ IEEE P1363/D3) %m^tlWrFm%,-T— 9 

nm&my zzTte&fflmmnt 

tTffiRft^Bf^- (Elliptic Curve Cryptography (Jit 
T> ECCfcifci:) ) fcflJvvfcHHWiH-*. fcti, * 

( (Rivest. Shamir, Adleman) 3ri; (ANSI X9.31) ) 

[0107] l8«#Xf >y7iZ-0\VZ3&Jit&. *T 
vTSlfciJVVt, P*Wm. a. bfeffiRftKaftft 
(flfHli&K: y 2 =xHax + b) . G**Hlfi«LJrf> 

^-x^yh, r^G^fi^. Kszmmm (o<k 

s<r) f:"TS. X7 x -y7 ,, S2fc^T. *v*:-i?MCD 
A7^a«W(U f=Hash(M)i;-f£. 
[0 10 8] ^•yS'AraRfcfflVVC^yS'.a.tt 

ZtlZmfeWv b«<0f-^tIEi 

MD4. MD5. SHA-l^rW^tll.^ 

£>*£tt. fi»ifiMtti:$r&MAC (*x«y?«: IC 

[0 1 0 9] WUfX* Xf77S3T, SLiiCu (0<u 
<r) fc£jj£U XfyrS4t^-^^NtuI 
LfcJSWV (Xv, Yv) ZtittZ. fflP3fti^ 

[0 110] 

[tl]P=(Xa, Ya),Q={Xb, Yb),R=(Xc,Y 

Xc = A 2 -X a-Xb 

Yc = AX(Xa-Xc)-Ya 

A = (Yb-Ya)/(Xb-Xa) 

P=Qcom (2fiJt) , 

Xc = A2-2Xa 

Yc = Ax(Xa-Xc)-Ya 

A = (3(Xa)i + a)/(2Ya) 

[0111] i*i4»*fflv^jfiG<ouf»fett»-r«, (M 

izftd. G. 2XG, 4 x G ■ • £IWU uZ2mm& 
mLXWiL^X^&tZ?>t,zZim-t&2 i xG (GSri 
H2ffifjmS*) *JIIJW& ( KiuiOLSBMli 

[0 112]Xf77S5t. c=Xvmod r £lt 



U 0-e^im{»T77S7t'd= [ (f+cKs) 
/u]mod rfciWU 77S8?d*t0t* 
&^£ - -3*>W£U d^0t*(tWi\ Xf77S9t 
cfcit/d^tmf-^J: Ltatfrrs. r 

7 J -^i43 2 0b*«y h^fc^S. 
[0 113] Xf77S6tfe^T> cjPOT&ofc* 

S 3 CIo TSLR&£j£ Lltt-T. 

[0114] JMc, &ll«*##a£ffllrtf;*F*&tf> 
&lEfr&£. H9*Jfl^t8WH-S. Xf77Sl 1 
T\ M^^ y-fe-5> % p$«3L a. b£ffiR|8ltftaffiR 

(fifRlSM : y 2 =x3 + ax + b) s G £*f RffliULhO 
rfcGtfHBSL GtJitXKsXG^W 
H (0<Ks<r ) fc-Tft. Xf77S 1 2 
7* — ^ c t3 it^d^O < c < r s 0<d<r*StJff*» 
MEfS. LTV Xf7/S 1 3 

t*. ^7-fe-yM«A 7 y a l£tf-IL, f=Hash 

(M) k^ti. mz. Xf77S 1 4-Ch=l/d mod r£ 
fHHU Xf77Sl 5th l = f h mod r.h 
2 = c h mod r Srif-g^^ . 

[0 115] XT77S1 BSfclfttlLLfch 
l*sj:tfh2£fflv\ j&P = (Xp, Y P ) =hlxG 
+ h 2 • K s X GZmm-h . «^S^^tE#tt. 
ItGfcit^KsXG^JnoTV^CO-Cs H8c?)Xxv7° 

s 4 1 nmzmnM&±&&v>xAj-m<7)%&.ifix°* 

h, ZLX. XT77S 1 7Tj£P#M&£j&{Pif5j!p 
¥056 U itlBiSWi'CSrt-WxHr^'rvrs 1 8fcittf (H 

a. o^O. P= (X, Y) , Q= (X, -Y) cr>tm 

timmtX^Z) . Xf77S18TXp mod r 

ftEtf-StLT^fcate, Xf77S 1 9fc»» s «7# 

[0116] «^£#iEU^«££#t*:*§-£\ t 1- - 

[0117] Xf77S 1 2(C*Slvr % fl^S^T 1 '-? 
cifcttd**. 0<c<r, 0<d<r£»fc;5$rj&>-3 
)fc*6\ Xf77S2 OizMtS. Xf77S 1 7 

fc&vvc, ^( P ^iSRB^T'S) -)^tXf77S 2 
OlCjttf. $^>IC4^. Xf77S 1 8fcfcWC. Xp 

m o d r C0«*^ m=Fm&T- 9 c fc -» LT V 

-5«:^-c*,X'r »7 s 2 ocittt?. 

[0 118] X7 i <yTS2 0tCioV^T, %=fW&ifiS.L 
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[0119] *«HJ<^)flBBIR"39l*^f-Afc:tJl^-C« 

wmm^y-?i 00. ii^3yf/y7nA^ 

SOOfcfcwc, tf»S*ML, a^f^yfllt 
i^yrwW **8 0 Olc&vvcV?V«£fl?ftU 

K*fr$r3»£Ji» nyxv^yfijfflw^a-fey^ 700 

[0120116 3i^y>y«Jfflli£«i#« 
- h THA Lfcn y^fy >yf MfflHHM* - H £Ett § ti 

izmw-* £sifi##6 oo^un yf-yvmm 
m t m-^y 9 700 ^Mfrri. . =1 yfy7fw«ti 
ty^7ooti a— r«*9 0 oa»6a&ffi$;ft.T&;fc 

mzMz-n i&a^mizm^xmfi tx t-^&sh- 

x -y 9 &9&r?& . 

[0121] nyt^yfifflSMty^Tood s 

if*^^Sn7t^§iJ-r-^ Vt-V^ I Dtx'J 
TVl**^— Stf h r- * (H5#sg) Srr-^^-X 

mmmmw- k ewLTH*«wffl« (nyf^y 

«*M*'J 7 0 5*^SX0aitTi— ^t^UTJUfrf 
te, r-^^-X 7 0 4<WJfrr-*<75fl96l3»£ 

r 1 j izmsztz . 

[ 0 1 2 2 ] snb. 3>T->vmmw§w-t>? 700 

•y VV-?*ftLtzWmz&»& ! ££.&*3kJ&LXmm 

f«i Lfca, jSflrr & i £ j&^a* l v >. ^yf^ 

v mmwm* > 9 cDimmiz* & vm-itum. * * v ^ 
a, jL-ifw* 9 0 0 £ , 3 y?yvmmwm*>f 

700k ^fflSBSB^SUfi 1 tr*«-f * ^/y 3 y 

[0123] Aa««M«»fflv^ffiseBE«%». 

HI OfcfflVvcKHjj-*-*. HI OtCfcWC. ftjlllBf^- 



Ts A, B (4— ^'H 6 fcfettS JL-if 9 0 0C*f 

[0 124] £"f\ B*S64h' 7 h <?)SL$CR b 
U Rb&itfaE?) 1 D-C-S>4 I D (b) SrA^iUfi 

a££j£U Ra, R b s I D ( b ) COMlZ, DEScO 
CBC^-h'fliKabSrfflV^T'r'-^SrBt^bL. B 
lzm$£t& . H 7 ESOCBCt- K&USffJft 

fciWf, R aim 1 s R b #M 2 . I D ( b ) 3 
KfflSU ftjMI: IV=0fctfcfc&<0ffi*El s E 
2. E3WS:J;iS. 

[0 12 5] £*l£WIUiBli, 38#r-**«Ka 

^E 1 £HK a b X'HS^it L . SLf5cRa£f#S. & 
C «9*E2t«KabTafftL. *<0«£U:E1 
ftttflffiHttSftU Rb£»£„ ftftfcs Bf-f-JCE3$: 
UKabTW-ftL, -eco^ftt E 2 SrSfffiB^aLW 
U ID{b)S#4. iUttl^Ra, Rb s I 
D(b)CDF*h Rb*5itXl D(b)^\ B*^fit^:*><0 
i:-gcf-4*«-T4. ;««Ktl-)fc«^ B{±A 

[0126] J^tcB(4, BaEfitfcteffli-* *7-/ 3 yl 
(Session Key (OT. K s e s ) ) Sr^f-i. 

(£lfefr8*i» ffljRfefflV^) . *LT. Rb. Ra. 
KsesC0J©3. DE Sc7)C BCt- KTltK a b Srffl 

v^TBf^ftL. Aizmm-tz. 

[0 127] ZtlZ&mtKAli. Sff-?^iKa 

3 LT#^tl3tRb, Ra, Kses(?)|*|, Rbi5j;t^' 
Ra^\ A^aS®L/£i<Oi:-SW-*}W«IE^-*. 
«SEt=ii-?fe»^. AtiBSriES^tOhLTl^iE-r 
h . Hcffi#Sri2E Ufcftfcitt . -b <y >- a ^HK s e 

4. 

[0 128] Smr-^0«@I^t, ^IE. ?f 

[0129] &B8»«#*#C*4 1 6 0 f-y h 
S<^^ilflKi«#*ffl^fcfflSBW5r5£*. 011*1 

v^TgeBj-r-s., hi Heaves 

^^WJ5<ttf^WC«> *Jt. it^fXt, 1 6 0 
h'-y bT^<Tt±V^ HI ICtSlvC, 4"fB<*. 6 

J: O^S^aJRAk 5:^^-4. *LT. ^-^y 



(a 5) )0 1-230768 (P200 1-230 7 6 8 A) 



hG£Ak-fgLfcj£Av=AkXG£$:#>, Ra, R 

b,Av (mmtmm) tz*tt&v?m%A. s i g 

££JRU A^HJWB3Wkkfc£BfcSBaw-S. £ 
<IT\ Ra*Jit^Rb{i^ix^ix6 4b*«y K AvOT 
&Kk YliWiimi 6 0 b-y hT$)S<0T\ 
4 4 8 b* >y b . 

[0130] &m®mmm±. &M»t^n*fc*jft4 

%%MM (CA : Certificate Authority) #*|&frf &1E 
Wmvfo *) . a-— r^iB«0 I D . 4&Mt^£89EAfc: 
flSi-r 5 £ kick 9, BK^fflttW^a I D^fiTSWH 

[ 0 1 3 1 ] Hi 2fc^4«HBHEWI<0«*^H-. H 
y#-f . BIE«*n5EW*PJffl#fcW t« 0 WtiiEHW 

mo&m (a-flD) . iPJ»*(ffl#<^l»«tMtffc: 

[0132] m^-mm. wmw^-i?* b 
MvciEBB*F mmwjtmm-zmzttu^ >y yait^ 

=m&<n£mz\± . W*lfH 8TB^ LfcJllS:? 

[0133] lISE^tis Hi 2(;^-f&|«gffiEHJ!«£?& 
fr**4 k k it. 1H!UBII^«mx^Mim»SK 

hCOftfg., ffift ( Ztl* V tflr-i' 3 V : Revoca 

[0134] ^ w&mmsBjmzmm-f&mz 
(4. jfflffl*i4ee*«fiat , *-«BH^o&HMi*fflv\ a 

t «:tt(cAIMHEmn» fe4s»MSI* JR 0 ffl U III 

[ o 1 3 5 ] 01 1 i,zm->xmmzMi?&. Aco&mm 

Ra. Rb. Av, n&B&A. S i g£5§ft 
L*:Bt4. Aj&*5*fiLT£fcRbj5*. Bj&^lfiUfcfcW 
k— R-J-SaW*--*. *-tf>*8». -RLTV^*^(C 
{4 . A 0&MgilPJ«l*ltf>tt?- fcBHSO&IJMrc 
*SEU Acr>&fflmznK>iii-f. ^LT. JROEiJLfcA 
^iaiWiSrffl^VFW&A. S i g£«T£. H^g 



=S««!iiE^{40 9 XWM LtzC0X\ ^P»«f 
4. «^£0*ffifc:j8»Lfc«, Bt4A£jES=5r*><D 
k LTlgEE-r-S. 

[0136]^ B{4. mm.p i9/Jv&^SURBk* 
^fR-T-S. -5-LTs ^-X^yhG^Bkfgt^B 
v = BkxGJfft, Rb. Ra. Bv (XffiUfcYjffi 

so fc^-*«»SB. s i g^^u Bo&mm 
wmt k «, ca (cjgaw-s . 

[0 137] BO£0MtK9HK Rb, Ra. Bv,| 
=Fm%xB. S i g£SfILfcA(4. Bj&*aMtL,-C*fcR 
a#. A*«^L/£fctfDkHBrt-44«»ifr*. *<0lS 

*&*BEJQ<0&Mrci*IE L . B o&MK&K 0 ft 

s i g*imt&. ft^Hi^iottiEfcyss&Lfca. a{4 

B SrlES^ h CO t L T B1W 4 . 
[0138] Plftj^RiEfcjR* tfe«^fcJ±. B(4B k 

xav (Bk(4SLm^\ AvttfliniftaLh<ojsrc*4 

L. AliAkxBvJfUL, Ztl$>A<?)Xmm<DTtiL 
6 4 b»y h £-fe >y a LX£).&<7)WiEiZ{£&?& 
(im§m^1t 6 4 b'-y MfeRO^iiilBirti: 

iv^L. Tffi64t7ht4<tlJ:v^ fflSB 

[0139] m^m^comE^mf- ? comtcofe 
[0140] 3yf>"y«l«fH:y^7 0 0(i i 

cod; 3 &MBtt8SIfc:*JV vc s 4jfeLfc-b «y a 
OfcMtTMfi-t^. 

[0141] Bt^ibSiifca^y'yit^sEetfcjL- 
irsg*9 o 0(4. af^^asP3 o 2tcfcv^-c. !2iB?ra 
<orh=** tfcb >y^ 3 >mzm^x 3 y-ry^aofM 

"r>V. -tfthh^jTS 0 0 *^(4a«#K6 0 0 

^Lx^mttzm^it^ y^yy fca^ra&ira y^ 

[0 14 2] icOid^ ^HJcOtffgJXO^I^^f- 

Atj 4tA'ffi #K 0 91 & *ifefcfl!iar, a yf^yroA 
4 v ^(4^t nmmfeiz i.h*y?4 yxcomm^r-^ 
y-mmmmw- h wjr«ha tua y^y^mm 
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mmw- wmmiv— f ziy lx bwm-4 z t msm 
v vx-if t x ft a yf ywmmtf®%i,z%: h . 

[ 0 1 4 3 ] 3r*j N ±a*LJtSKBte*J^TIi» ay^y 
t^ay^y-y^Bf^-Ml. EflW-b'xfcay^y 

77n^v n yxyy^^^Wr^-t'^r 
[0144] la y^yvmmwmm. ] ±a$ l^mt- 

(4. n yfV7fiIfflMS0*- Ft=2lr?< 3>fV7a 
«E*ttill<o*tT*>#t&»iRT*ofe3i*. 

y^yyWmiflS^-F£ffl^&.r <t£<£ 0, ayr- 

y >y * mmmsM - f jl-u**hbwx— re 
pi-co a y x y -y f wmskm*- f *Mar*- ft £ t k <t 

w» *<n-=tvrwmmmm*)- vtz&j^x a y 
y-yvmz a y^y^mmwmMy^^m^fzJsm 

4. 

[01451013 tea^r yyf (fflS^iJ^- F £jl 
-iFHIfc*jvvc»«U Jl&ft^-iWIBl-^ay^y 
*y*lffl«att8W - Vlzm^X a yf y *y«t£ttf#"$-ft 
»JS*»W«H*5N-. 01 3te*$ivc.a.— f (jl- 

iWi* ) i 3 o i li^yfy^roAM ^1303*^ 
flHHfcayxyy*IX»U a y^y>yf iJfffiiiTO- 
h* (HO(l) T'^#Mt ) . 

[0146] x-if (;x-i«B*) 1 3 0 1 J4. TtuiGL 
CftoT, ay^y*y?!ffl*i«M#- FOfBS'J 
7-*-^ & a y^yyfOBMWfli-fc y* l 3 o 4 tawi 
(0?) ( 2 ) T^frt^mt* ) U 3yfy>y*tS« 
(H<o (3) Uayf^satU 
a yiry^fijffl ^--if i 3 

oi(4. Bf^-fbayx^ , ycotS#i$tL3t^7'-f rfcay 

■7 4 ^y*M«»8'J^-KSra.-ir <jl-iWS*) 1 3 0 
2(c3tiK (BK) ( 4 ) 

[0147] tf (i— 1302il 

a y-f * iJffl«f&S'J# - F?)11W- ?^3yf 
yyfllJftfgtfa-fey* 1 3 0 4fciSfi (0^ ( 5 ) Ttf 

) a y^y ysi£^ (00 ( 6 ) T-^-r 

LXayT-yyZ'&^LXay'fyynmmZ 
[ 0 l 4 8 ] fctj. ico^-coavx^^fW^WJ- 

h. »SWA, a yf-y^yfiJfflffi^'J^- FteKje Lfc 
SJBP«rfBISIRfc:j6 t^nyf *iJJB*ttS8B'J# - F «8 

^iss Lxm)<7)3--4f[zwetz, £oizLxi>^\ 



*>%\$ i o»3 y^y vmfojmjmm&a y^yvm 
mmmw- k*» loooni:^*, niisw^rfg 
&ay^yyfQffl«18)§iJ;$-F\ -rar*>fc»lite-&*>tf 
T2BK rjyxy^ylS*]K»^ : SrayT-y^yWffla^ 
Mir- F£ 2 0 0 0P3> 2 HISIR^rtE^a yy-y^M 
mmU-V. -tKh-hlnmZizfritXS®. ay^y 

vmzm^ffi%ay^yvmmm®M- h*3oo 

0 WxmTtthW&t tM, a yx^yf'JfflftKW 
Si:^r4. =5ri5. 2 0. 3 H^^Hlcoa y^^ygl 

[0149] ay^fyymmwsm^y^i 304H^ 
z<D£ d^ay^yymmmmiA- vcrnvrntmrn 
a. Mzmszm^xmmLteyTyvwmmfm* 

zti& x o izmrztitea y^yvmmmmm*- hj* 

0, m^Ko^TSJKBTSItt. Ib*:»rafiEIftN#RS£ 
SfL"C^4. 05<5D^JTii. _hS<?52-oc7)a>-T->' > yfiJ 

>-r^'y«i*]Ri*Bri6*3 yryvmmmmm*- f-c 

S>4„ 4'S^2oi0ayf->' > yfOT1ti^'J^-F(4. B 

K»*Hni*a yfy 7f ft* o . ma 

Fii. SIR0^N^ig€$ixTiD , 9, N04t3yf 
^ya^ay-r^yflfflUMPUr 13 0 4*»fejE» 

[0150] ayxyyfiJffl^BI-by^ 1 3 04(4. 
jl— f>£> ayr-y^yfijfflffi^ij^- Fx-^S-^fiL 
tam. 05t;^7 r -^<-x+^MJief i '-^S:ttaiL 

ft. Mx.{4N[lii:'C--r?>'f->' > y||Sra>"r>' 
•yfijffl^a-tey^ 1 3 0 4*^]R#^^ISi: LTIS 

^S^a yfyyfiJffl«I*- Fx-^^gm^^ 
H^iiv^^ay-ry-yil^jMfi-rft. ay^-y-ym 

mmmm-ty? 130 4^ayx^yitojSfiSrff^-> 
-fft. 

[0 1 5 1 ] 4/s, 05teSttT-^+fc:tt, flSA^tit 

mmmztixte 0 . a y-7-yvmmmm-ty? 1 3 
0 4(4. yT-yvmmmmw- f ^jbal^ 

mx-Yizm^mmnayTyvmxtm&fo-ytz 

>yf W*liS'J^- FHAWA* *M y F t=JE t TgiJ 0 5 1 
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[0152] snb, ^yr>vmmm&m-vizn$- 

y^yvmrnrnmrn*- wtmmz x o^RE^y u t 
[0153] § nyfy'yfwtwt^^ 1 3 

0 4(5, flf- 9 b LT JL-Hf<^)|p|-tt¥(Sgff«. 

[0154] z^f-^^-xm^mi 4£scr, 01 

fciKSW-Ssy-ry'yWilFf (ID) i; , xUT/Mt 

-t. («^«) «oje«iihl mmmcomxmm 

<rtmtfe*ti&. ^y^yvrnvt- ( id) 
r/u*§\ mmm (a#«) commmm.. mmmnrnx 
mmm. zcomomma. m&nm 5 iz&^xmn Ltz 
bwm.<r>f—?x'h&. 

[0155] z.-vmw-*\±. ^yf-yymmmm 
m#- k-t-^ zmrnvti 3-— ntpHtmrt . mm 

iit^tf^^y^y^iJfflMSS-tey? 13 0 
4j6«jl— «rj&»6tf>3 y^y>yfOT*iii53'J#- Kf-^S 
mKIRLT^LT3--f*R-tt*¥!l5£U l«I-^--if 
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